Annotauus qucuuiinasl C.1.1.28 Jlucuunnuza. besonacHOCTh onepalnoOHHBIX
CHUCTEM

Jucuumuivaa "be3onacHOCTh ONEpalMoOHHBIX CHCTEM" M3ydaeTcss OOydYarolIMMHUCS O OCHOBHOM
npodecCHOHAIBHON 00pa3oBaTebHOM mporpamMme "AHanmu3 Oe30macHOCTH HH(GOPMAIIMOHHBIX
cucteM"  HampaBlieHUs  IOJATOTOBKHU "10.05.03  HudopmanumonHas  0e30MacHOCTh
ABTOMAaTU3UPOBAHHBIX CUCTEM'".

Jucuuruinna u3yyaercs B 5, 6 cemectpe. O0mas Tpy10eMKOCTh TUCHMILIMHBI cocTaBisieT 270/9
yacoB/3.ea. CamocTosATeNbHas paboTa 3aKIIF0YAETCs B BBIIIOJIHEHUH Pa0OT, yKa3aHHBIX B pazjele 4.

B xome u3yueHHs IUCHUIUIMHBI OCYIIECTBIISIETCS TEKYIIMH KOHTPOJIb B (OpME TEXHOJIOTHH
PEUTHHIOBOTO KOHTPOJII B COOTBETCTBUU C TEXHOJIOTMYECKOW KapThl IUCLUIUIMHBI, PA3MEILEHHOM
Ha 3JIEKTPOHHOM Kypce, a TaKKe MPOMEKYTOUHBIA KOHTPOJIb B (hOpMe 3a4eT, SK3aMeH.

Llenbro n3yueHust JUCUUIUIMHEI ABJseTCA (POPMUPOBAHUE CIICAYIOLIMX KOMIIETEHLIUI:

1. OIIK-12 CriocoOeH mpuMeHsATh 3HaHUSI B 00JaCTH 0€30MacCHOCTH BBHIYMCIUTEIBHBIX CETEH,
OTIepPAIIMOHHBIX CUCTEM U 0a3 JaHHBIX MPH pa3paboTKe aBTOMATU3UPOBAHHBIX CHCTEM
2. OIIK-7 CnocobeH co3maBaTh MPOTpaMMbl Ha s3bIKAX OOIIETO HA3HAYEHHsI, TMPUMEHSITh

METOIbl ¥  HWHCTPYMEHTAIbHBIE  CPEACTBA  NPOTPAaMMHUPOBAHUS Ul  PELICHMS
npodeccoHaNbHBIX 3a/lad, OCYIIECTBIATh OOOCHOBAHHBIM BBIOOpP MHCTPYMEHTApHUS
IIPOrpaMMHUPOBAHUS M CIOCOOOB OpraHU3aluy IPOorpaMm

B XO0J4€ U3YUCHUA NUCHHUILIMHBI ITOCJICA0BATCIIBHO PACCMAaTPUBAIOTCA TEMBbI:

1. ApXHUTEKTypHBIE 0COOEHHOCTH coBpeMeHHBIX OC.

Oo6mas xapakrepuctuka OC; Ha3HaueHHWE U BO3MOXXHOCTH cUCTeM cemeiictBa UNIX,
cucteM cemeirictBa Windows. Matepdeiic B3aumoneiicteust OC ¢ nonb3oBareasimu. O0mue
MPUHIIMITE  YIIPABJICHUS PECypCaMH BBIYMCIUTEIBHBIX cucTeM. [loHsATHS Tporecca
(moroka) B OC. CpenctBa MEXIPOIIECCOPHOTO B3aMMOJICHCTBHI. YTIPABICHHE MAMSITHIO B
OC. BuptyanbHas namsTh.

2. VYpasieHue J0CTyIOM.

Yrpo3sl 0€30MaCHOCTH ONEPAIMOHHON CHUCTEMBI, Kiaccudukamus yrpo3, HauOojee
pacnpocTpaneHHbie yrpo3bl. [1oaxoapl K opraHu3anuu 3alIUThl B ONIEPAIMOHHON cHUCTEME.
DTanbl MOCTPOCHHUS 3AIIUTHL. AIMUHUCTPATUBHBIC MEPHI 3aUTHI.

3. Cy0ObeKTbl, 00bEKTBI, METOBI U MpaBa AOCTYIA, MIPUBHIETHH CYyOBbEKTa JOCTYMA.
TpeboBanus K MpaBWJIaM YMPABICHHS JOCTYNOM. JIUCKPEIMOHHOE YIPABIEHUE TOCTYIIOM.
Marpunia poctryma. HM3onupoBaHHass mporpaMmHas cpena. MaHmaTHOE yNpaBiieHUE
JOCTynoM. MeTku ocTyna. YIpaBieHUe JOCTYIIOM B ONIEPALMOHHBIX CUCTEMAaX CEMENCTBA
UNIX. CyOnekTbl, 00BeKTh, MeToasl u mipaBa pgoctyna. UID, EUID, GID, EGID.
ATpuOyTHI 3aIIUTH 00BEKTOB JocTymna. CpeacTBa TMHAMHUYECKOTO U3MEHEHUS TIOTHOMOYHIA
cyowsektoB: SUID/SGID. Pacmupenusi ctaHZapTHOW CHUCTEMBI YIIpaBJIEHUS IOCTYIIOM B
Linux. VYmpaBneHue MAOCTYIOM B ONEpAlMOHHBIX cHcTeMax cemeiictBa Windows.
Cy0ObeKTbl, 00BEKThI, METO/IBI U IpaBa AOCTYIa, MPUBUIETHU cyObekTa. Mapkepbl oCTyma
CyOBEKTOB, IECKPUNTOPHI 3alTUTHl 00BEKTOB. [lOpsIOK MPOBEPKU MPaB IOCTYIIA, MOPSIOK
Ha3HA4YeHMs JECKPUIITOPOB 3alllUThl CO3/laBaeMbIM oObekTaM. CpeacTBa JNWHAMUYECKOTO
M3MEHEHUS MTOJIHOMOYHI CYObEKTOB: OJIMIIETBOPEHUE CYOBEKTOB JIOCTYTIA.

4. WNnentudukanus, ayTeHTUQHUKAIUS 1 aBTOPU3ALUSL.

[onatus uaeHTUPHUKAINY, ayTeHTU(UKALMN ¥ aBTOpU3ALlUK Tonb3oBateneil. CpeacTsa u
METOJIbl XpaHEHUs ATAJOHHBIX KOMUM ayTeHTHPHUKAMoHHON uHopmanmu. [TpoTokoss
nepenayn  ayTeHTH(PUKAIMOHHON WHQPOpMAIMM 1O KaHajlaM BBIYUCIUTEIHHONW CETH.
Kpunrorpaduaeckoe

Obecneuenne ayTeHTH(UKALWU TOJNb30BaTeNel. AyTeHTH(HKALKsS Ha OCHOBE IMapoJieH.
CpencTtBa W METONBI 3allUThl OT KOMIIPOMETAIMM W mojdopa mapoieit. I[laponpHas
ayreHTu(ukanus B Linux, 6ubmuoreku PAM. Ilaponbnas ayreHtudukanus B Windows,



CpeICTBa yMpaBJieHHs TMapaMeTpaMu ayTeHTHQHUKAIUH. AyTeHTHU(HUKAIMS Ha OCHOBE
BHEIIHUX HOCHUTENeH Kioda. OcoOEHHOCTH POBEPKH ayTEHTU(PHUKAIIMOHHON HHPOPMALIUN
JUIS pa3iMYHbIX THUMOB HocUTened kitoda. [IpoGnembl reHepamuu, pacChbUIKM M CMEHBI
kimoueil. buomerpuueckas aytreHTHGHUKAMS: 00IIas cxema, MPeuMyIecTBa, MPOOIeMEI.

5. AyIUT U perucTpanusi COObITHH.
[Momutuka ayaura. Aymut B OC cemerictBa UNIX/Linux. YnpasieHue moacucTeMoit ayaura
B OC Linux. Ayaut B OC cemeiictBa Windows Ympasnenue noacucremoit ayaura 8 OC
Windows. MHCTpyMEHTaIBHBIE CPEACTBA aHATN3a )KYPHAJIOB ayIUTa.

6. BcenomoratenbHble MEXaHU3MBI 3aIIUTH HHPOPMAIIHH.
Kputnueckre KOMIOHEHTHI OTIEPALIMOHHBIX CUCTEM, TPEOYIOIINE JOMOTHUTEIIBHBIX CPEICTB
JUIS  TOBBIIEHUS  3amuiieHHocTd. (CreraHorpaduyeckue U Kpunrorpapuveckue
BO3MOXHOCTH coBpeMeHHBIX OC.

OCHOBHBIMU CTpPATETUYECKUMH 00pa30BaTENbHBIMU TEXHOJOTUSMHU SIBISIOTCS: JIEKI[MOHHBIE

3aHATHUS, TPAKTUYECKUE U TAOOPATOPHBIE 3aHSITHS, MPOLEAYPHl CAMOOOYUYCHHUS.

B pamkax yka3aHHBIX TEXHOJOTH NPUMEHSIOTCS TaKTUYECKHe 00pa3oBaTelbHbIE TEXHOJIOTHHU:

3a/IaHMs], KJIACCUYeCKask JICKIIHSI.



